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B 1.Introduction

1.1 Purpose of the document

Based on module AT command manual, this document will introduce SFOAT application process.
Developers could understand and develop application quickly and efficiently based on this document.

1.2 Related documents

[1] SIM7600 Series_AT Command Manual

1.3 Conventions and abbreviations

In this document, the GSM engines are referred to as following term:

ME (Mobile Equipment);

MS (Mobile Station);

TA (Terminal Adapter);

DCE (Data Communication Equipment) or facsimile DCE (FAX modem, FAX board);

In application, controlling device controls the GSM engine by sending AT Command via its serial interface.
The controlling device at the other end of the serial line is referred to as following term:

TE (Terminal Equipment);

DTE (Data Terminal Equipment) or plainly "the application” which is running on an embedded system;

www.simcom.com 5/13
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B 2.SFOAT Introduction

The process of Using SFOTA AT Commands

Step 1: Ensure network is available before performing FOTA related operations.

Step 2: Configure the parameter of PDP context by AT+CGDCONT.

Step 3: Activate FOTA program by AT+CAPFOTA=1.

Step 4: Configure the parameter of FOTA service by AT+CSCFOTA which are using for connect server and
download upgrade package.

Step 5: Close FOTA program that disconnect server by AT+CAPFOTA=0.

www.simcom.com 6/13
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B 3.AT Commands for SFOAT

Command Description

AT+CAPFOTA Start/Close FOTA Service

AT+CSCFOTA Configure parameters and download upgrade package
AT+CDELTA Upgrade Firmware

For detail information, please refer to “SIM7600 Series AT Command Manual "“.

www.simcom.com 7113



[ T XX}

[ T X X3

ass

[ LX)
&Com

aSUREA AT compary SIM7600 Series_SFOTA_Application Note_V2.00

B 4.SFOAT Samples

4.1 Create the item on cloud platform

Before all FOTA related operations, we should ensure the following:
Firstly, contact with SIMCom company for creating an item on cloud platform.

mB & -

OEM :

mARS(platform) : EEFOGRERFRESRERTERET )

BEERSE | SEEES

BERSRA -

iEERE(type) : ERaERRtTEESaSinTRIET )

iEERS(device) :

OTAsR :

T :

When finished creating item, the item information can be checked on cloud platform. The product ID and
Secret will be generated after creating item.

www.simcom.com 8/13
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Bm testl -

= : 7600M21

B maEE mEES

ME&#H :  testl
bEE
OEM : SIMCOM
Bt
i o= 7600M21
RETHEEE e

Fs . MDMOx07

iEEHR . module

Btesss . Linux

BEsEmt RiuhEA 1204
e ProductID : 1540530836 @
Product Secret :  de79e31c53a64d9787cd430dbb566e82 @
MESDK:  TESDKE
GEERhE] :  2018-10-26 13:13:55
EEgRmTE] :  2018-10-26 13:13:55
OTAZER!:  © s2EiR EER @

ik

Secondly, go to version management to add new version. The initial version has no source version, so
no difference relationship is configurable. If you need to upload a differential package and configure an
upgrade policy, etc., you must add at least two versions.

=0 testl > GEMS 7600M2L  BiHEG:1  ARAME:0

OTAFHR, / HiAETE
» =] =2
SR 2] HRIE wS ik 3
IRETHRIFE SIM7600M21_BOSV02 180912 2018-10-26 TEIRE
A SIM7600M21_LE11_181025_V2.00 2018-10-26 B
=EBgT BETE1R 2 FIR, BH2E0R
®;

REMEFIT
IRERRATIT

The initial version should use AT+SIMCOMATI command to ensure. Next add target version. Then
upload the upgrade package. For instance, if we want to update version from
SIM7600M21_B09V02_180912 to SIM7600M21_LE11_ 181025 V2.00, we click configure differential
package and then upload differential package. The figure of this step is shown below.
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BEE 1 7600M21  BitiEE 0

=11 testl
OTAF / IRAEHE | 25EE @ «
8 oTAR#
FHEEA : SIM7600M21_LE11 181025 V2.00 ESEE: &
MEEE ik i R b E smEN | AmEm A BT e
BETHRFE SIM7600M21_B0SV02_180912 2018-11-11 10:38:52 = LEL1809V02_BOSVOSM210.7ip 10521530 (10.03M8) = QES F= Y

BErE 138 1 £5%, f#1%0R

¥

AT

REHEFT
RERAST

Pay attention, if there are more than two versions, you want to upgrade to the specified version (not the
latest version), and it needs to configure the upgrade strategy on cloud platform before version published.

Others, if you only need to upgrade to the latest version this step can ignore.

OTAFHE / IRAEE | #5EE @

EEE T

FtiRAzA : SIM7600M21_LE11 181025 V2.00

Lisndial E<a=0] X4 i BEEN AR R BiERS B
& L EtiEs ENSREDS [T

MitisEEE .
LEL1808V02_BOSVOSM21( zip 10521530 (10.03ME) == BES

Fi
i

2018-10-26 16:47:00 2018-10-26 16:47:07

BEFHRIFS SIM7600M21_BOGVO2_180912

ErE 1A 1EER, 82 1 50x

@ At

=EEsT

REKESIT
REREST

The importing MID template can be downloaded that is the method of add devices into whitelist.

SEEE @
EMIDFER : @2

y

sz BEE @

SAMID : s =5 BB =

FERBEERT A, 2RFExcel 2007, 2003, TXTECf HESTHAER

TFEEAMIDIEER

il ﬁ;

EHRAE: OF
EHEMR: (2

When ensure all version information is right, next should change the status of operation to test passed and

publishes the version.
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=5 testl - CEWES 1 7600M21  BiHES:1  ABEUE:0

OTAFHR / IRAERE [ 21 EE @

FHREE : SIM7600M21 LE11 181025 V2.00 BEIEF E

MtieEEE A e #FwE P EY mEER AREM REXH B e

REFHRFE SIM7600M21_B09V02 180012 2018-10-26 16:47:00 2018-10-26 16:47:07 LEL1B00V02_B0OVOSM21 0 zip 10521520 (10.03MB) = BiEE Bmess &
& 1 _
© st ETE1E®E 1 RO, BH1RCR

e
@ igEut

IREHESRIT

REMRAST

Thirdly, go to test device management to add the device IMELIf it is added for the first time, it will take effect
after five minutes.

=0 testl - GEES:7600M2L  EHES:1  FHRAME:O
OTAFHER / A REEE @

. =

RETHRIFIE 861477030006223 2018-10-26 13:14:19 7 Q== Wik
@ iRt ERE 13F1KER, SH1EER
EABST

EEHEST
BERFGT

Before all SCFOTA related operations, we should ensure the following:
Next ensure the network is available:

/[Example of HTTP GET.
AT+CSQ
+CSQ: 23,0

OK
AT+CREG?
+CREG: 0,1

OK
AT+ CGREG?
+CGREG: 0,1

OK
PDP context Enable:
AT+CGDCONT=6,"IPV4V6","CMNET" /[Specify the parameter value of the PDP context
OK corresponding to cid.
AT+SIMCOMATI

Check current version before start FOTA severice.
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Manufacturer: SIMCOM INCORPORATED
Model: SIMCOM_SIM7600CE
Revision: LE11B09SIM7600M21

SIM7600M21_B09V02_180912 /lusing this version compare with version after
QCN: upgrade.

IMEI: 861477030006223

MEID:

+GCAP: +CGSM
Devicelnfo: 239,170

OK

AT+CAPNET=6,1 start making a data call

OK

+CAPNET: 6,1

AT+CGPADDR Ensure the sixth PDP context get an IP address.
+CGPADDR: 1,10.97.154.206

+CGPADDR:

5,0.0.0.0,0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0

+CGPADDR: 6,10.197.131.203

OK

4.2 Connect to server and download upgrade package

Following commands shows how to connect with server and download upgrade package.

AT+CAPFOTA=1 Start FOTA service, run the FOTA program.
OK

AT+CSCFOTA="SIMCOM","7600M21","1540907 Configure the FOTA service parameters.
004","f9bbb0d76f894da090b6b69253616561","S

IM7600M21_LE11_181025_V2.00"

OK

+CSCFOTA: 2

+CSCFOTA: 3

When finish downloading upgrade package, you can check the details of download on cloud platform. If
download is successful, the status will display it.

www.simcom.com 12/13
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R testl - STE : 7600M21 Bitgs:1 7 %:0
B REES OTAFHE: / IREFHRIFE
RHRAS(AI - || EESAND R =

RRAEE
MtiEEEE i wid F
REFRFE testl 861477030006223 SIM7600M21_BO9V02_180912

. STE1HE 1 %R, 5215
EHET
REEsRT
ERRAST

4.3 Upgrade

/[Example of SFOAT upgrade.
AT+CDELTA

OK

AT+SIMCOMATI

Manufacturer: SIMCOM INCORPORATED
Model: SIMCOM_SIM7600CE
Revision: LE11B09SIM7600M21
SIM7600M21_LE11_181025_V2.00
QCN:

IMEI: 861477030006223

MEID:

+GCAP: +CGSM

Devicelnfo: 239,170

OK

www.simcom.com
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~ | |2018-10-20 E 2018-10-26 E
IR ToazmiE FHREiE s HiREE #E
SIM7600M21_LE11_181025_V2.00 2018-10-26 17:07:52 2018-10-26 17:08:04 = e = BFEE

Set the module go to recovery mode

Check version after finished upgrade step.

/lusing this version compare with version before
upgrade.
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